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Fundamentals of Big Data 

Managing and analyzing data have always offered the greatest benefits and the greatest 

challenges for organizations of all sizes and across all industries. Businesses have long 

struggled with finding a pragmatic approach to capturing information about their customers, 

products, and services. When a company only had a handful of customers who all bought the 

same product in the same way, things were pretty straightforward and simple. But over time, 

companies and the markets they participate in have grown more complicated. To survive or 

gain a competitive advantage with customers, these companies added more product lines and 

diversified how they deliver their product. Data struggles are not limited to business. 

Research and development (R&D) organizations, for example, have struggled to get enough 

computing power to run sophisticated models or to process images and other sources of 

scientific data. 

 Big data is data that exceeds the processing capacity of conventional database 

systems.  

 The data is too big, moves too fast, or does not fit the structures of traditional database 

architectures.  

 In other words, Big data is an all-encompassing term for any collection of data sets so 

large and complex that it becomes difficult to process using on-hand data 

management tools or traditional data processing applications.  

 To gain value from this data, you must choose an alternative way to process it. 

 Big Data is the next generation of data warehousing and business analytics and is 

poised to deliver top line revenues cost efficiently for enterprises.  



 Big data is a popular term used to describe the exponential growth and availability of 

data, both structured and unstructured. 

Example: 

Every day, we create 2.5 quintillion bytes of data — so much that 90% of the data in the 

world today has been created in the last two years alone. This data comes from everywhere: 

sensors used to gather climate information, posts to social media sites, digital pictures and 

videos, purchase transaction records, and cell phone GPS signals to name a few. This data 

is big data. 

 

Definition of Big Data: 

 Big data usually includes data sets with sizes beyond the ability of commonly used 

software tools to capture, create, manage, and process the data within a tolerable 

elapsed time 

 Big data is high-volume, high-velocity and high-variety information assets that 

demand cost-effective, innovative forms of information processing for enhanced 

insight and decision-making. 

 

 

Big data involves the data produced by different devices and applications. Given below are 

some of the fields that come under the umbrella of Big Data. 



 Black Box Data : It is a component of helicopter, airplanes, and jets, etc. It captures 

voices of the flight crew, recordings of microphones and earphones, and the 

performance information of the aircraft. 

 Social Media Data : Social media such as Facebook and Twitter hold information 

and the views posted by millions of people across the globe. 

 Stock Exchange Data : The stock exchange data holds information about the ‘buy’ 

and ‘sell’ decisions made on a share of different companies made by the customers. 

 Power Grid Data : The power grid data holds information consumed by a particular 

node with respect to a base station. 

 Transport Data : Transport data includes model, capacity, distance and availability 

of a vehicle. 

 Search Engine Data : Search engines retrieve lots of data from different databases. 

Example  

 Big data is often boiled down to a few varieties including social data, machine data, 

and transactional data.  

 Social media data is providing remarkable insights to companies on consumer 

behavior and sentiment that can be integrated with CRM data for analysis, with 230 

million tweets posted on Twitter per day, 2.7 billion Likes and comments added to 

Facebook every day, and 60 hours of video uploaded to YouTube every minute (this 

is what we mean by velocity of data).  

 Machine data consists of information generated from industrial equipment, real-time 

data from sensors that track parts and monitor machinery (often also called the 

Internet of Things), and even web logs that track user behavior online.  

 At arcplan client CERN, the largest particle physics research center in the world, the 

Large Hadron Collider (LHC) generates 40 terabytes of data every second during 

experiments.  

 Regarding transactional data, large retailers and even B2B companies can generate 

multitudes of data on a regular basis considering that their transactions consist of one 

or many items, product IDs, prices, payment information, manufacturer and 

distributor data, and much more.  



 Major retailers like Amazon.com, which posted $10B in sales in Q3 2011, and 

restaurants like US pizza chain Domino's, which serves over 1 million customers per 

day, are generating petabytes of transactional big data.  

 The thing to note is that big data can resemble traditional structured data or 

unstructured, high frequency information. 

Why Big data? 

1. Understanding and Targeting Customers 

 This is one of the biggest and most publicized areas of big data use today.  

 Here, big data is used to better understand customers and their behaviors and 

preferences.  

 Companies are keen to expand their traditional data sets with social media data, 

browser logs as well as text analytics and sensor data to get a more complete picture 

of their customers. 

 The big objective, in many cases, is to create predictive models.  

Example:  

U.S. retailer Target, who is now able to very accurately predict when one of their customers 

will expect a baby. Using big data, Telecom companies can now better predict customer 

churn; Wal-Mart can predict what products will sell, and car insurance companies 

understand how well their customers actually drive. Even government election campaigns 

can be optimized using big data analytics. 

2. Understanding and Optimizing Business Processes 

 Big data is also increasingly used to optimize business processes.  

 Retailers are able to optimize their stock based on predictions generated from social 

media data, web search trends and weather forecasts.  

 One particular business process that is seeing a lot of big data analytics is supply 

chain or delivery route optimization.  

 Here, geographic positioning and radio frequency identification sensors are used to 

track goods or delivery vehicles and optimize routes by integrating live traffic data, 

etc.  



 HR business processes are also being improved using big data analytics. T 

 his includes the optimization of talent acquisition – Moneyball style, as well as the 

measurement of company culture and staff engagement using big data tools 

3. Personal Quantification and Performance Optimization 

 Big data is not just for companies and governments but also for all of us individually.  

 We can now benefit from the data generated from wearable devices such as smart 

watches or smart bracelets.  

Take the Up band from Jawbone as an example: the armband collects data on our calorie 

consumption, activity levels, and our sleep patterns. While it gives individuals rich insights, 

the real value is in analysing the collective data. In Jawbone’s case, the company now 

collects 60 years’ worth of sleep data every night. Analysing such volumes of data will bring 

entirely new insights that it can feed back to individual users. The other area where we 

benefit from big data analytics is finding love - online this is. Most online dating sites apply 

big data tools and algorithms to find us the most appropriate matches. 

4. Improving Healthcare and Public Health 

 The computing power of big data analytics enables us to decode entire DNA strings 

in minutes and will allow us to find new cures and better understand and predict 

disease patterns.  

 Just think of what happens when all the individual data from smart watches and 

wearable devices can be used to apply it to millions of people and their various 

diseases. T 

 The clinical trials of the future won’t be limited by small sample sizes but could 

potentially include everyone. 

 Big data techniques are already being used to monitor babies in a specialist 

premature and sick baby unit.  

 By recording and analysing every heart beat and breathing pattern of every baby, the 

unit was able to develop algorithms that can now predict infections 24 hours before 

any physical symptoms appear.  

 That way, the team can intervene early and save fragile babies in an environment 

where every hour counts.  



 Big data analytics allow us to monitor and predict the developments of epidemics 

and disease outbreaks.  

 Integrating data from medical records with social media analytics enables us to 

monitor flu outbreaks in real-time. 

Example: “Feeling rubbish today - in bed with a cold”. 

5. Improving Sports Performance 

 Most elite sports have now embraced big data analytics.  

 We have the IBM SlamTracker tool for tennis tournaments; we use video analytics 

that track the performance of every player in a football or baseball game, and sensor 

technology in sports equipment such as basket balls or golf clubs allows us to get 

feedback (via smart phones and cloud servers) on our game and how to improve it.  

 Many elite sports teams also track athletes outside of the sporting environment – 

using smart technology to track nutrition and sleep, as well as social media 

conversations to monitor emotional wellbeing. 

6. Improving Science and Research 

 Science and research is currently being transformed by the new possibilities big data 

brings.  

Example: CERN, the Swiss nuclear physics lab with its Large Hadron Collider, the world’s 

largest and most powerful particle accelerator. Experiments to unlock the secrets of our 

universe – how it started and works - generate huge amounts of data. The CERN data center 

has 65,000 processors to analyze its 30 petabytes of data. However, it uses the computing 

powers of thousands of computers distributed across 150 data centers worldwide to analyze 

the data. Such computing powers can be leveraged to transform so many other areas of 

science and research. 

7. Optimizing Machine and Device Performance 

 Big data analytics help machines and devices become smarter and more autonomous.  

Example: Big data tools are used to operate Google’s self-driving car. The Toyota Prius is 

fitted with cameras, GPS as well as powerful computers and sensors to safely drive on the 

road without the intervention of human beings. Big data tools are also used to optimize 



energy grids using data from smart meters. We can even use big data tools to optimize the 

performance of computers and data warehouses. 

8. Improving Security and Law Enforcement. 

 Big data is applied heavily in improving security and enabling law enforcement. 

Example: National Security Agency (NSA) in the U.S. uses big data analytics to foil 

terrorist plots (and maybe spy on us). Others use big data techniques to detect and prevent 

cyber-attacks. Police forces use big data tools to catch criminals and even predict criminal 

activity and credit card companies use big data use it to detect fraudulent transactions. 

9. Improving and Optimizing Cities and Countries 

 Big data is used to improve many aspects of our cities and countries.  

Example: It allows cities to optimize traffic flows based on real time traffic information as 

well as social media and weather data. A number of cities are currently piloting big data 

analytics with the aim of turning themselves into Smart Cities, where the transport 

infrastructure and utility processes are all joined up. Where a bus would wait for a delayed 

train and where traffic signals predict traffic volumes and operate to minimize jams. 

10. Financial Trading 

 My final category of big data application comes from financial trading.  

 High-Frequency Trading (HFT) is an area where big data finds a lot of use today.  

 Here, big data algorithms are used to make trading decisions.  

Example: Today, the majority of equity trading now takes place via data algorithms that 

increasingly take into account signals from social media networks and news websites to 

make, buy and sell decisions in split seconds. 

Benefits of Big Data: 

Big data is really critical to our life and its emerging as one of the most important 

technologies in modern world. Follow are just few benefits which are very much known to 

all of us: 

 Using the information kept in the social network like Facebook, the marketing 

agencies are learning about the response for their campaigns, promotions, and other 

advertising mediums. 



 Using the information in the social media like preferences and product perception of 

their consumers, product companies and retail organizations are planning their 

production. 

 Using the data regarding the previous medical history of patients, hospitals are 

providing better and quick service. 

Big Data Challenges 

The major challenges associated with big data are as follows: 

 Capturing data 

 Curation 

 Storage 

 Searching 

 Sharing 

 Transfer 

 Analysis 

 Presentation 

 

The Evolution of Data Management 

Data management has to include technology advances in hardware, storage, net-working, 

and computing models such as virtualization and cloud computing. The convergence of 

emerging technologies and reduction in costs for every-thing from storage to compute cycles 

have transformed the data landscape and made new opportunities possible. 

As all these technology factors converge, it is transforming the way we manage and leverage 

data. Big data is the latest trend to emerge because of these factors. So, what is big data and 

why is it so important? Later in the book, we provide a more comprehensive definition. To 

get you started, big data is defined as any kind of data source that has at least three shared 

characteristics: 

 Extremely large Volumes of data 
 

 Extremely high Velocity of data 
 

 Extremely wide Variety of data 

 



 

Big data is important because it enables organizations to gather, store, manage, and 

manipulate vast amounts data at the right speed, at the right time, to gain the right insights. 

But before we delve into the details of big data, it is important to look at the evolution of 

data management and how it has led to big data. Big data is not a stand-alone technology; 

rather, it is a combination of the last 50 years of technology evolution. 

Characteristic of Big Data 

Volume 

The sheer scale of the information processed helps define big data systems. These datasets 

can be orders of magnitude larger than traditional datasets, which demands more thought at 

each stage of the processing and storage life cycle. 

Often, because the work requirements exceed the capabilities of a single computer, this 

becomes a challenge of pooling, allocating, and coordinating resources from groups of 

computers. Cluster management and algorithms capable of breaking tasks into smaller pieces 

become increasingly important. 

Velocity 

Another way in which big data differs significantly from other data systems is the speed that 

information moves through the system. Data is frequently flowing into the system from 

multiple sources and is often expected to be processed in real time to gain insights and update 

the current understanding of the system. 

This focus on near instant feedback has driven many big data practitioners away from a 

batch-oriented approach and closer to a real-time streaming system. Data is constantly being 

added, massaged, processed, and analyzed in order to keep up with the influx of new 

information and to surface valuable information early when it is most relevant. These ideas 

require robust systems with highly available components to guard against failures along the 

data pipeline. 

Variety 

Big data problems are often unique because of the wide range of both the sources being 

processed and their relative quality. 



Data can be ingested from internal systems like application and server logs, from social 

media feeds and other external APIs, from physical device sensors, and from other providers. 

Big data seeks to handle potentially useful data regardless of where it's coming from by 

consolidating all information into a single system. 

The formats and types of media can vary significantly as well. Rich media like images, video 

files, and audio recordings are ingested alongside text files, structured logs, etc. While more 

traditional data processing systems might expect data to enter the pipeline already labeled, 

formatted, and organized, big data systems usually accept and store data closer to its raw 

state. Ideally, any transformations or changes to the raw data will happen in memory at the 

time of processing. 

Other Characteristics 

Various individuals and organizations have suggested expanding the original three Vs, 

though these proposals have tended to describe challenges rather than qualities of big data. 

Some common additions are: 

Veracity: The variety of sources and the complexity of the processing can lead to challenges 

in evaluating the quality of the data (and consequently, the quality of the resulting analysis) 

Variability: Variation in the data leads to wide variation in quality. Additional resources may 

be needed to identify, process, or filter low quality data to make it more useful. 

Value: The ultimate challenge of big data is delivering value. Sometimes, the systems and 

processes in place are complex enough that using the data and extracting actual value can 

become difficult. 

 

Understanding the waves of Managing Data 

 Each data management wave is born out of the necessity to try and solve a specific 

type of data management problem.  

 Each of these waves or phases evolved because of cause and effect.  

 When a new technology solution came to market, it required the discovery of new 

approaches.  



 When the relational database came to market, it needed a set of tools to allow 

managers to study the relationship between data elements.  

 When companies started storing unstructured data, analysts needed new capabilities 

such as natural language based analysis tools to gain insights that would be useful to 

business.  

 If you were a search engine company leader, you began to realize that you had 

access to immense amounts of data that could be monetized. To gain value from 

that data required new innovative tools and approaches. 

The data management waves over the past five decades have culminated in where we are 

today: the initiation of the big data era 

Wave 1: Creating manageable data structures 

As computing moved into the commercial market in the late 1960s, data was stored in flat 

files that imposed no structure. When companies needed to get to a level of detailed 

understanding about customers, they had to apply brute-force methods, including very 

detailed programming models to create some value. Later in the 1970s, things changed with 

the invention of the rela-tional data model and the relational database management system 

(RDBMS) that imposed structure and a method for improving performance. Most 

importantly, the relational model added a level of abstraction (the structured query 

language [SQL], report generators, and data management tools) so that it was easier for 

programmers to satisfy the growing business demands to extract value from data. 

Storing this growing volume of data was expensive and accessing it was slow. Making 

matters worse, lots of data duplication existed, and the actual business value of that data 

was hard to measure. 

At this stage, an urgent need existed to find a new set of technologies to support the 

relational model. The Entity-Relationship (ER) model emerged, which added additional 

abstraction to increase the usability of the data. In this model, each item was defined 

independently of its use. Therefore, developers could create new relationships between data 

sources without complex programming. It was a huge advance at the time, and it enabled 

developers to push the boundaries of the technology and create more complex models 

requiring complex techniques for joining entities together. The market for relational 



databases exploded and remains vibrant today. It is especially important for transactional 

data management of highly structured data. 

Data warehouses and data marts solved many problems for company’s needing a consistent 

way to manage massive transactional data. But when it came to managing huge volumes of 

unstructured or semi-structured data, the ware-house was not able to evolve enough to meet 

changing demands. To com-plicate matters, data warehouses are typically fed in batch 

intervals, usually weekly or daily. This is fine for planning, financial reporting, and 

traditional marketing campaigns, but is too slow for increasingly real-time business and 

consumer environments. 

Enter the object database management system (ODBMS). The object data-base stored the 

BLOB as an addressable set of pieces so that we could see what was in there. Unlike the 

BLOB, which was an independent unit appended to a traditional relational database, the 

object database provided a unified approach for dealing with unstructured data. Object 

databases include a programming language and a structure for the data elements so that it is 

easier to manipulate various data objects without programming and complex joins. The 

object databases introduced a new level of innovation that helped lead to the second wave of 

data management. 

Wave 2: Web and content management 

It’s no secret that most data available in the world today is unstructured. Paradoxically, 

companies have focused their investments in the systems with structured data that were most 

closely associated with revenue: line-of-business transactional systems. Enterprise Content 

Management systems evolved in the 1980s to provide businesses with the capability to 

better manage unstructured data, mostly documents. In the 1990s with the rise of the web, 

organizations wanted to move beyond documents and store and manage web content, 

images, audio, and video. 

The market evolved from a set of disconnected solutions to a more unified model that 

brought together these elements into a platform that incorporated business process 

management, version control, information recognition, text management, and collaboration. 

This new generation of systems added meta-data (information about the organization and 

characteristics of the stored information). These solutions remain incredibly important for 

companies needing to manage all this data in a logical manner. But at the same time, a new 



generation of requirements has begun to emerge that drive us to the next wave. These new 

requirements have been driven, in large part, by a convergence of factors including the web, 

virtualization, and cloud computing. In this new wave, organizations are beginning to 

understand that they need to manage a new generation of data sources with an 

unprecedented amount and variety of data that needs to be processed at an unheard-of speed. 

Wave 3: Managing big data 

Big data is built on top of the evolution of data management practices over the past five 

decades. What is new is that for the first time, the cost of computing cycles and storage has 

reached a tipping point. Why is this important? Only a few years ago, organizations typically 

would compromise by storing snapshots or subsets of important information because the cost 

of storage and processing limitations prohibited them from storing everything they wanted to 

analyze. 

In many situations, this compromise worked fine. For example, a manufacturing company 

might have collected machine data every two minutes to deter-mine the health of systems. 

However, there could be situations where the snapshot would not contain information about 

a new type of defect and that might go unnoticed for months. 

With big data, it is now possible to virtualize data so that it can be stored efficiently and, 

utilizing cloud-based storage, more cost-effectively as well. In addition, improvements in 

network speed and reliability have removed other physical limitations of being able to 

manage massive amounts of data at an acceptable pace. Add to this the impact of changes in 

the price and sophistication of computer memory. With all these technology transitions, it is 

now possible to imagine ways that companies can leverage data that would have been 

inconceivable only five years ago. 

The move to big data is not just about businesses. Science, research, and government 

activities have also helped to drive it forward. Just think about analyzing the human genome 

or dealing with all the astronomical data collected at observatories to advance our 

understanding of the world around us. Consider the amount of data the government collects in 

its antiterrorist activities as well, and you get the idea that big data is not just about business. 

Different approaches to handling data exist based on whether it is data in motion or data at 

rest. Here’s a quick example of each. Data in motion would be used if a company is able to 

analyze the quality of its products during the manufacturing process to avoid costly errors. 



Data at rest would be used by a business analyst to better understand customers’ current 

buying patterns based on all aspects of the customer relationship, including sales, social media 

data, and customer service interactions. 

Defining Big Data 

Big data is not a single technology but a combination of old and new technologies that helps 

companies gain actionable insight. Therefore, big data is the capability to manage a huge 

volume of disparate data, at the right speed, and within the right time frame to allow real-time 

analysis and reaction. 

 Volume: How much data 
 

 Velocity: How fast that data is processed 
 

 Variety: The various types of data 

 

Building a Successful Big Data Management Architecture 

We have moved from an era where an organization could implement a data-base to meet a 

specific project need and be done. But as data has become the fuel of growth and innovation, 

it is more important than ever to have an underlying architecture to support growing 

requirements. 

Beginning with capture, organize, integrate, analyze, and act 

Before we delve into the architecture, it is important to take into account the functional 

requirements for big data. Figure 1-1 illustrates that data must first be captured, and then 

organized and integrated. After this phase is successfully implemented, data can be analyzed 

based on the problem being addressed. Finally, management takes action based on the 

outcome of that analysis. For example, Amazon.com might recommend a book based on a 

past purchase or a customer might receive a coupon for a discount for a future purchase of a 

related product to one that was just purchased. 

 

 



 

Figure1-1: The Cycle of Big Data Management. 

Setting the architectural foundation 

In addition to supporting the functional requirements, it is important to sup-port the required 

performance. Your needs will depend on the nature of the analysis you are supporting. You 

will need the right amount of computational power and speed. While some of the analysis you 

will do will be performed in real time, you will inevitably be storing some amount of data as 

well. Your architecture also has to have the right amount of redundancy so that you are 

protected from unanticipated latency and downtime. 

Your organization and its needs will determine how much attention you have to pay to these 

performance issues. So, start out by asking yourself the following questions: 

 How much data will my organization need to manage today and in the future? 

 How often will my organization need to manage data in real time or near real time? 

 How much risk can my organization afford? Is my industry subject to strict security, 

compliance, and governance requirements? 

 How important is speed to my need to manage data? 

 How certain or precise does the data need to be? 

 

To understand big data, it helps to lay out the components of the architecture. A big data 

management architecture must include a variety of services that enable companies to make 

use of myriad data sources in a fast and effective manner. To help you make sense of this, we 

put the components into a diagram (see Figure 1-2) that will help you see what’s there and the 



relation-ship between the components. In the next section, we explain each compo-nent and 

describe how these components are related to each other 

 

 

 

 

 

 

 

 

 

 

Figure:1-2 Big Data Architecture 

Interfaces and feeds 

 The diagram is indications of interfaces and feeds into and out of both internally 

managed data and data feeds from external sources.  

 To understand how big data works in the real world, it is important to start by 

understanding this necessity.  

 In fact, what makes big data big is the fact that it relies on picking up lots of data from 

lots of sources.  

 Therefore, open application programming interfaces (APIs) will be core to any big 

data architecture.  

 In addition, keep in mind that interfaces exist at every level and between every layer 

of the stack. Without integration services, big data can’t happen. 

Redundant physical infrastructure 



 The supporting physical infrastructure is fundamental to the operation and scalability 

of big data architecture. 

 In fact, without the availability of robust physical infrastructures, big data would 

probably not have emerged as such an important trend.  

 To support an unanticipated or unpredictable volume of data, a physical infrastructure 

for big data has to be different than that for traditional data.  

 The physical infrastructure is based on a distributed computing model. This means that 

data may be physically stored in many different locations and can be linked together 

through networks, the use of a distributed file system, and various big data analytic 

tools and applications. 

 Redundancy is important because we are dealing with so much data from so many 

different sources. Redundancy comes in many forms.  

 If your company has created a private cloud, you will want to have redundancy built 

within the private environment so that it can scale out to support changing workloads.  

 If your company wants to contain internal IT growth, it may use external cloud 

services to augment its internal resources. 

 In some cases, this redundancy may come in the form of a Software as a Service 

(SaaS) offering that allows companies to do sophisticated data analysis as a service. 

 The SaaS approach offers lower costs, quicker startup, and seamless evolution of the 

underlying technology. 

Security infrastructure 

 The more important big data analysis becomes to companies, the more important it 

will be to secure that data.  

 For example, if you are a healthcare company, you will probably want to use big data 

applications to determine changes in demographics or shifts in patient needs.  

 This data about your constituents needs to be protected both to meet compliance 

requirements and to protect the patients’ privacy.  

 You will need to take into account who is allowed to see the data and under what 

circumstances they are allowed to do so.  

 You will need to be able to verify the identity of users as well as protect the identity of 

patients.  

 These types of security requirements need to be part of the big data fabric from the 

outset and not an afterthought. 



Operational data sources 

 It is important to understand that you have to incorporate all the data sources that will 

give you a complete picture of your business and see how the data impacts the way 

you operate your business. 

 Traditionally, an operational data source consisted of highly structured data managed 

by the line of business in a relational database.  

 But as the world changes, it is important to understand that operational data now has 

to encompass a broader set of data sources, including unstructured sources such as 

customer and social media data in all its forms. 

 You find new emerging approaches to data management in the big data world, 

including document, graph, columnar, and geospatial database architectures. 

Collectively, these are referred to as NoSQL, or not only SQL, databases.  

 In essence, you need to map the data architectures to the types of transactions. Doing 

so will help to ensure the right data is available when you need it.  

 You also need data architectures that support complex unstructured content.  

 You need to include both relational databases and non-relational databases in your 

approach to harnessing big data. 

 It is also necessary to include unstructured data sources, such as content management 

systems, so that you can get closer to that 360-degree business view. 

All these operational data sources have several characteristics in common: 

 They represent systems of record that keep track of the critical data required for real-

time, day-to-day operation of the business. 

 They are continually updated based on transactions happening within business units 

and from the web. 

 For these sources to provide an accurate representation of the business, they must 

blend structured and unstructured data. 

 These systems also must be able to scale to support thousands of users on a consistent 

basis. These might include transactional e-commerce systems, customer relationship 

management systems, or call center applications. 

Examining Big Data Types 

Defining Structured Data 



 The term structured data generally refers to data that has a defined length and format. 

o Examples of structured data include numbers, dates, and groups of words and 

numbers called strings (for example, a customer’s name, address, and so on).  

 Most experts agree that this kind of data accounts for about 20 percent of the data that 

is out there. Structured data is the data that you’re probably used to dealing with. 

 It’s usually stored in a database. You can query it using a language like structured 

query language (SQL). 

Your company may already be collecting structured data from “traditional” sources. These 

might include your customer relationship management (CRM) data, operational enterprise 

resource planning (ERP) data, and financial data. Often these data elements are integrated in a 

data warehouse for analysis. 

Exploring sources of big structured data 

 

 Structured data is taking on a new role in the world of big data.  

 The evolution of technology pro-vides newer sources of structured data being 

produced often in real time and in large volumes. The sources of data are divided into 

two categories: 

 Computer- or machine-generated: Machine-generated data generally refers to data 

that is created by a machine without human intervention. 

 Human-generated: This is data that humans, in interaction with computers, supply. 

Some experts argue that a third category exists that is a hybrid between machine and human. 

Here though, we’re concerned with the first two categories. 

Machine-generated structured data can include the following: 

Sensor data: Examples include radio frequency ID (RFID) tags, smart meters, medical 

devices, and Global Positioning System (GPS) data. For example, RFID is rapidly becoming a 

popular technology. It uses tiny computer chips to track items at a distance. An example of 

this is tracking containers of produce from one location to another. When information is 

transmitted from the receiver, it can go into a server and then be analyzed. Companies are 

interested in this for supply chain management and inventory control. Another example of 

sensor data is smartphones that contain sensors like GPS that can be used to understand 

customer behavior in new ways. 



Web log data: When servers, applications, networks, and so on operate, they capture all 

kinds of data about their activity. This can amount to huge volumes of data that can be useful, 

for example, to deal with service-level agreements or to predict security breaches. 

Point-of-sale data: When the cashier swipes the bar code of any product that you are 

purchasing, all that data associated with the product is generated. Just think of all the products 

across all the people who purchase them, and you can understand how big this data set can be. 

Financial data: Lots of financial systems are now programmatic; they are operated based on 

predefined rules that automate processes. Stock-trading data is a good example of this. It 

contains structured data such as the company symbol and dollar value. Some of this data is 

machine generated, and some is human generated. 

Examples of structured human-generated data might include the following: 

 

Input data: This is any piece of data that a human might input into a computer, such as name, 

age, income, non-free-form survey responses, and so on. This data can be useful to understand 

basic customer behavior. 

Click-stream data: Data is generated every time you click a link on a website. This data can 

be analyzed to determine customer behavior and buying patterns. 

Gaming-related data: Every move you make in a game can be recorded. This can be useful 

in understanding how end users move through a gaming portfolio. 

 

 

 

Defining Unstructured Data 

 

 Unstructured data is data that does not follow a specified format.  

 If 20 percent of the data available to enterprises is structured data, the other 80 percent 

is unstructured.  

 Unstructured data is really most of the data that you will encounter. Until recently, 

however, the technology didn’t really support doing much with it except storing it or 

analyzing it manually. 



Exploring sources of unstructured data 

Unstructured data is everywhere. In fact, most individuals and organizations conduct their 

lives around unstructured data. Just as with structured data, unstructured data is either 

machine generated or human generated. 

Here are some examples of machine-generated unstructured data: 

Satellite images: This includes weather data or the data that the government captures in its 

satellite surveillance imagery. Just think about Google Earth, and you get the picture (pun 

intended). 

 

Scientific data: This includes seismic imagery, atmospheric data, and high energy physics. 

 

Photographs and video: This includes security, surveillance, and traffic video. 

 

Radar or sonar data: This includes vehicular, meteorological, and oceanographic 

seismic profiles. 
 

 

The following list shows a few examples of human-generated unstructured data: 

 

Text internal to your company: Think of all the text within documents, logs, survey 

results, and e-mails. Enterprise information actually repre-sents a large percent of the text 

information in the world today. 
 

Social media data: This data is generated from the social media plat-forms such as 

YouTube, Facebook, Twitter, LinkedIn, and Flickr. 
 

Mobile data: This includes data such as text messages and location information. 
 

Website content: This comes from any site delivering unstructured content, like 

YouTube, Flickr, or Instagram. 

Implementing Unstructured Data Management 

Organizations use of variety of different software tools to help them organize and manage 

unstructured data. These can include the following: 



 Big data tools: Software like Hadoop can process stores of both unstructured and 

structured data that are extremely large, very complex and changing rapidly. 

 Business intelligence software: Also known as BI, this is a broad category of 

analytics, data mining, dashboards and reporting tools that help companies make 

sense of their structured and unstructured data for the purpose of making better 

business decisions. 

 Data integration tools: These tools combine data from disparate sources so that they 

can be viewed or analyzed from a single application. They sometimes include the 

capability to unify structured and unstructured data. 

 Document management systems: Also called "enterprise content management 

systems," a DMS can track, store and share unstructured data that is saved in the form 

of document files. 

 Information management solutions: This type of software tracks structured and 

unstructured enterprise data throughout its lifecycle. 

 Search and indexing tools: These tools retrieve information from unstructured data 

files such as documents, Web pages and photos. 

Looking at Real-Time and Non-Real-Time Requirements 

 

The real-time aspects of big data can be revolutionary when companies need to solve 

significant problems. What is the impact when an organization can handle data that is 

streaming in real time? In general, this real-time approach is most relevant when the answer 

to a problem is time sensitive and business critical. This may be related to a threat to 

something important like detecting the performance of hospital equipment or anticipating a 

potential intrusion risk. The following list shows examples of when a company wants to 

leverage this real-time data to gain a quick advantage: 

 Monitoring for an exception with a new piece of information, like fraud/ intelligence 

 Monitoring news feeds and social media to determine events that may impact 

financial markets, such as a customer reaction to a new product announcement 

 Changing your ad placement during a big sporting event based on real-time Twitter 

streams 

 Providing a coupon to a customer based on what he bought at the point of sale.  



The following list highlights a few things you need to consider regarding a system’s capability 

to ingest data, process it, and analyze it in real time: 

Low latency: Latency is the amount of time lag that enables a service to execute in an 

environment. Some applications require less latency, which means that they need to respond 

in real time. A real-time stream is going to require low latency. So you need to be thinking 

about compute power as well as network constraints. 

 

Scalability: Scalability is the capability to sustain a certain level of performance even under 

increasing loads. 

Versatility: The system must support both structured and unstructured data streams. 

Native format: Use the data in its native form. Transformation takes time and money. The 

capability to use the idea of processing complex interactions in the data that trigger events 

may be transformational 

Integrating data types into a big data environment 

 

Another important aspect of big data is that you often don’t need to own all the data that you 

will use. Many examples make the point. You may be lever-aging social media data, data 

coming from third-party industry statistics, or even data coming from satellites. Just think 

about social media and you’ll understand what we mean. Oftentimes, it becomes necessary to 

integrate different sources. This data may be coming from all internal systems, from both 

internal and external sources, or from entirely external sources. Much of this data may have 

been siloed before. 

Data need not be coming to you in real time. You just may have a lot of it and it is disparate 

in nature. This could still qualify as a big data problem. Of course, you could also be faced 

with a scenario where you’re seeing huge volumes of data, at high velocities, and it is 

disparate in nature. The point is that you won’t get the business value if you deal with a 

variety of data sources as a set of disconnected silos of information. 

Components you need include connectors and metadata, which we discuss next. 

 

 



Connectors 

You want to have some connectors that enable you to pull data in from various big data 

sources. Maybe you want a Twitter connector or a Facebook one. Maybe you need to 

integrate from your data warehouse with a big data source that’s off your premises so that 

you can analyze both of these sources of data together.  

Metadata 

 

A critical component to integrating all this data is the metadata. Metadata is the definitions, 

mappings, and other characteristics used to describe how to find, access, and use a company’s 

data (and software) components. One example of metadata is data about an account number. 

This might include the number, description, data type, name, address, phone number, and 

privacy level. 

Metadata can be used to help you organize your data stores and deal with new and changing 

sources of data. Although the idea of metadata is not new, it is changing and evolving in the 

context of big data. In the traditional meta-data world, it is important to have a catalog that 

provides a single view of all data sources. But this catalog will have to be different when you 

don’t control all these data sources. You may need an analytic tool that will help you 

understand the underlying metadata. 

Digging into Big Data Technology Components 

Like any important data architecture, you should design a model that takes a holistic look at 

how all the elements need to come together. Although this will take some time in the 

beginning, it will save many hours of development and lots of frustration during the 

subsequent implementations. You need to think about big data as a strategy, not a project. 

Good design principles are critical when creating (or evolving) an environment to support big 

data — whether dealing with storage, analytics, reporting, or applications. The environment 

must include considerations for hardware, infrastructure software, operational software, 

management software, well-defined application programming interfaces (APIs), and even 

software developer tools.  

 Capture 
 

 Integrate 
 



 Organize 
 

 Analyze 
 

 Act  

This is a comprehensive stack, and you may focus on certain aspects initially based on the 

specific problem you are addressing. However, it is important to understand the entire stack 

so that you are prepared for the future. You’ll no doubt use different elements of the stack 

depending on the problem you’re addressing. 

 

Layer 0: Redundant Physical Infrastructure 

 

At the lowest level of the stack is the physical infrastructure — the hardware, network, and so 

on. Your company might already have a data center or made investments in physical 

infrastructures, so you’re going to want to find a way to use the existing assets. Big data 

implementations have very specific requirements on all elements in the reference architecture, 

so you need to examine these requirements on a layer-by-layer basis to ensure that your 

implementation will perform and scale according to the demands of your business. As you 

start to think about your big data implementation, it is important to have some overarching 

principles that you can apply to the approach. A prioritized list of these principles should 

include statements about the following: 



 

Performance: How responsive do you need the system to be? Performance, also called 

latency, is often measured end to end, based on a single transaction or query request. Very fast 

(high-performance, low-latency) infrastructures tend to be very expensive. 

 

Availability: Do you need a 100 percent uptime guarantee of service? How long can your 

business wait in the case of a service interruption or failure? Highly available infrastructures 

are also very expensive. 

 

Scalability: How big does your infrastructure need to be? How much disk space is needed 

today and in the future? How much computing power do you need? Typically, you need to 

decide what you need and then add a little more scale for unexpected challenges. 

 

Flexibility: How quickly can you add more resources to the infrastructure? How quickly can 

your infrastructure recover from failures? The most flexible infrastructures can be costly, but 

you can control the costs with cloud services, where you only pay for what you actually use. 

 

Cost: What can you afford? Because the infrastructure is a set of components, you might be 

able to buy the “best” networking and decide to save money on storage (or vice versa). You 

need to establish requirements for each of these areas in the context of an overall budget and 

then make trade-offs where necessary. 

 As big data is all about high-velocity, high-volume, and high-data variety, the physical 

infrastructure will literally “make or break” the implementation.  

 Most big data implementations need to be highly available, so the net-works, servers, 

and physical storage must be both resilient and redundant. 

 Resiliency helps to eliminate single points of failure in your infrastructure.  

o For example, if only one network connection exists between your business and 

the Internet, no network redundancy exists, and the infrastructure is not 

resilient with respect to a network outage.  

 In large data centers with business continuity requirements, most of the redundancy is 

in place and can be lever-aged to create a big data environment.  



 In new implementations, the designers have the responsibility to map the deployment 

to the needs of the business based on costs and performance. 

Physical redundant networks: 

Networks should be redundant and must have enough capacity to accommodate the 

anticipated volume and velocity of the inbound and outbound data in addition to the “normal” 

network traffic experienced by the business. As you begin making big data an integral part of 

your computing strategy, it is reasonable to expect volume and velocity to increase. 

Managing hardware: Storage and servers 

 Likewise, the hardware (storage and server) assets must have sufficient speed and 

capacity to handle all expected big data capabilities.  

 It’s of little use to have a high-speed network with slow servers because the servers 

will most likely become a bottleneck.  

 However, a very fast set of storage and compute servers can overcome variable 

network performance. Of course, nothing will work properly if network performance 

is poor or unreliable. 

Infrastructure operations 

Another important design consideration is infrastructure operations management. The greatest 

levels of performance and flexibility will be present only in a well-managed environment. 

Data center managers need to be able to anticipate and prevent catastrophic failures so that the 

integrity of the data, and by extension the business processes, is maintained. IT organizations 

often overlook and therefore underinvest in this area. 

Layer 1: Security Infrastructure 

 Security and privacy requirements for big data are similar to the requirements for 

conventional data environments.  

 The security requirements have to be closely aligned to specific business needs.  

 Some unique challenges arise when big data becomes part of the strategy, which we 

briefly describe in this list: 

Data access: User access to raw or computed big data has about the same level of technical 

requirements as non-big data implementations. The data should be available only to those 



who have a legitimate business need for examining or interacting with it. Most core data 

storage platforms have rigorous security schemes and are often augmented with a federated 

identity capability, providing appropriate access across the many layers of the architecture. 

Application access: Application access to data is also relatively straight-forward from a 

technical perspective. Most application programming interfaces (APIs) offer protection from 

unauthorized usage or access. This level of protection is probably adequate for most big data 

implementations. 

Data encryption: Data encryption is the most challenging aspect of security in a big data 

environment. In traditional environments, encrypt-ing and decrypting data really stresses the 

systems’ resources. With the volume, velocity, and varieties associated with big data, this 

problem is exacerbated. The simplest (brute-force) approach is to provide more and faster 

computational capability. However, this comes with a steep price tag — especially when you 

have to accommodate resiliency requirements. A more temperate approach is to identify the 

data elements requiring this level of security and to encrypt only the necessary items. 

Threat detection: The inclusion of mobile devices and social networks exponentially 

increases both the amount of data and the opportunities for security threats. It is therefore 

important that organizations take a multi perimeter approach to security. 

Interfaces and Feeds to and from Applications and the Internet 

 

 Physical infrastructure enables everything and security infrastructure protects all the 

elements in your big data environment.  

 The next level in the stack is the interfaces that provide bidirectional access to all the 

components of the stack — from corporate applications to data feeds from the 

Internet.  

 An important part of the design of these interfaces is the creation of a consistent 

structure that is shareable both inside and perhaps outside the company as well as with 

technology partners and business partners. 

 Programmers have used APIs to provide access to and from software implementations. 

 Tool and technology providers will go to great lengths to ensure that it is a relatively 

straightforward task to create new applications using their products.  

 Although very helpful, it is sometimes necessary for IT professionals to create custom 

or proprietary APIs exclusive to the company.  



 APIs need to be well documented and maintained to preserve the value to the business. 

For this reason, some companies choose to use API toolkits to get a jump-start on this 

important activity. 

API toolkits have a couple of advantages over internally developed APIs.  

 The first is that the API toolkits are products that are created, managed, and 

maintained by an independent third party.  

 Second, they are designed to solve a specific technical requirement. If you need APIs 

for web applications or mobile applications, you have several alternatives to get you 

started. 

 

Layer 2: Operational Databases 

 At the core of any big data environment are the database engines containing the 

collections of data elements relevant to your business.  

 These engines need to be fast, scalable, and rock solid. They are not all created 

equal, and certain big data environments will fare better with one engine than 

another, or more likely with a mix of database engines.  

For example, although it is possible to use relational database management systems 

(RDBMSs) for all your big data implementations, it is not practical to do so because of 

perfor-mance, scale, or even cost. A number of different database technologies are 

available, and you must take care to choose wisely. 

 No single right choice exists regarding database languages.  

 Although SQL is the most prevalent database query language in use today, other 

languages may provide a more effective or efficient way of solving your big data 

challenges.  

 It is useful to think of the engines and languages as tools in an “implementer’s 

toolbox.” Your job is to choose the right tool. 

 

For example, if you use a relational model, you will probably use SQL to query it. However, 

you can also use alternative languages like Python or Java. It is very important to understand 



what types of data can be manipulated by the database and whether it supports true 

transactional behavior. Database designers describe this behavior with the acronym ACID. 

It stands for 

Atomicity: A transaction is “all or nothing” when it is atomic. If any part of the transaction 

or the underlying system fails, the entire transaction fails. 

Consistency: Only transactions with valid data will be performed on the database. If the 

data is corrupt or improper, the transaction will not complete and the data will not be written 

to the database. 

Isolation: Multiple, simultaneous transactions will not interfere with each other. All valid 

transactions will execute until completed and in the order they were submitted for 

processing. 

Durability: After the data from the transaction is written to the data-base, it stays there 

“forever.” 

Engine 
Query 

Language 
MapReduce Data Types Transactions Examples 

Relational SQL, No Typed ACID PostgreSQL, 

 Python, C    Oracle, DB/2 

Columnar Ruby Hadoop 

Predefine
d 

and typed 
Yes, if 
enabled HBase 

Graph 

Walking, 
Search, 
Cypher No Untyped ACID Neo4J 

Document Commands JavaScript Typed No 

MongoDB, 

CouchDB 

Key-value 
Lucene, 
Commands JavaScript 

BLOB, 
semityped No Riak, Redis 

            Table:1 Important Characteristics of SQL and NoSQL Databases 

 

 

 



Layer 3: Organizing Data Services and Tools 

 Organizing data services and tools capture, validate, and assemble various big data 

elements into contextually relevant collections.  

 Because big data is massive, techniques have evolved to process the data efficiently 

and seamlessly. MapReduce is  heavily used technique. 

 Suffice it to say here that many of these organizing data services are MapReduce 

engines, specifically designed to optimize the organization of big data streams. 

 Organizing data services are, in reality, an ecosystem of tools and technologies that 

can be used to gather and assemble data in preparation for further processing.  

As such, the tools need to provide integration, translation, normalization, and scale. 

Technologies in this layer include the following: 

A distributed file system: Necessary to accommodate the decomposition of data streams and 

to provide scale and storage capacity. 

Serialization services: Necessary for persistent data storage and multi-language remote 

procedure calls (RPCs) 

Coordination services: Necessary for building distributed applications (locking and so on) 

Extract, transform, and load (ETL) tools: Necessary for the loading and conversion of 

structured and unstructured data into Hadoop 

Workflow services: Necessary for scheduling jobs and providing a structure for 

synchronizing process elements across layers 

 

Layer 4: Analytical Data Warehouses 

 The data warehouse, and its companion the data mart, have long been the primary 

techniques that organizations use to optimize data to help decision makers.  

 Typically, data warehouses and marts contain normalized data gathered from a variety 

of sources and assembled to facilitate analysis of the business.  

 Data warehouses and marts simplify the creation of reports and the visualization of 

disparate data items. 

 They are generally created from relational databases, multidimensional databases, flat 

files, and object databases — essentially any storage architecture. In a traditional 



environment, where performance may not be the highest priority, the choice of the 

underlying technology is driven by the requirements for the analysis, reporting, and 

visualization of the company data. 

 

Because many data warehouses and data marts are comprised of data gathered from various 

sources within a company, the costs associated with the cleansing and normalizing of the data 

must also be addressed. With big data, you find some key differences: 

 

 Traditional data streams (from transactions, applications, and so on) can produce a lot 

of disparate data. 

 Dozens of new data sources also exist, each of them needing some degree of 

manipulation before it can be timely and useful to the business. 

 Content sources will also need to be cleansed, and these may require different 

techniques than you might use with structured data. 

Historically, the contents of data warehouses and data marts were organized and delivered to 

business leaders in charge of strategy and planning. With big data, we are seeing a new set of 

teams that are leveraging data for decision making. Many big data implementations provide 

real-time capabilities, so businesses should be able to deliver content to enable individuals 

with operational roles to address issues such as customer support, sales opportunities, and 

service outages in near real time. In this way, big data helps move action from the back office 

to the front office. 

Big Data Analytics 

Existing analytics tools and techniques will be very helpful in making sense of big data. 

However, there is a catch. The algorithms that are part of these tools have to be able to work 

with large amounts of potentially real-time and disparate data. The infrastructure that we 

cover earlier in the chapter will need to be in place to support this. And, vendors providing 

analytics tools will also need to ensure that their algorithms work across distributed 

implementations. Because of these complexities, we also expect a new class of tools to help 

make sense of big data. 



We list three classes of tools in this layer of our reference architecture. They can be used 

independently or collectively by decision makers to help steer the business. The three classes 

of tools are as follows: 

Reporting and dashboards: These tools provide a “user-friendly” representation of the 

information from various sources. Although a mainstay in the traditional data world, this area 

is still evolving for big data. Some of the tools that are being used are traditional ones that can 

now access the new kinds of databases collectively called NoSQL (Not Only SQL). 

Visualization: These tools are the next step in the evolution of reporting. The output tends to 

be highly interactive and dynamic in nature. Another important distinction between reports 

and visualized output is animation. Business users can watch the changes in the data utilizing 

a variety of different visualization techniques, including mind maps, heat maps, infographics, 

and connection diagrams. Often, reporting and visualization occur at the end of the business 

activity. Although the data may be imported into another tool for further computation or 

examination, this is the final step. 

Analytics and advanced analytics: These tools reach into the data ware-house and process 

the data for human consumption. Advanced analytics should explicate trends or events that 

are transformative, unique, or revolutionary to existing business practice. Predictive analytics 

and sentiment analytics are good examples of this science.  

 

Big Data Applications 

Social Media Command Center 

A Social Media Command Center combines automated search and display of consumer 

feedback expressed publicly on the social media. Often, the feedback is summarized in the 

form of “positive” or “negative” sentiment. Once the feedback is obtained, the marketer can 

respond to specific comments by entering into a conversation with the affected consumers, 

whether to respond to questions about an outage or obtain feedback about a new product 

offering. 

 

 

 



Product Knowledge Hub 

As consumers turn into sophisticated users of technology and the marketplace becomes 

specialized, the product knowledge seldom belongs to one organization. Take the Apple 

iPhone as an example. The iPhone is marketed by Apple, but its parts came from a large 

supply chain pool, the apps running on the iPhone come from a large community of app 

developers, and the communications service is provided by a CSP. Google’s Android is even 

more diverse, as Google provides the operating system while a cell phone manufacturer 

makes the device. The smartphones do not work in isolation. They act as WiFi hubs for other 

devices. So, what happens if I want to know how to tether an iPhone to an Apple iPad? Do I 

call my CSP, or do I call Apple? Would either of their websites give me a simple step-by-

step process I can follow? 

 The first part of the solution is the capability to tap any sources of data. 

 The second part of the solution is to create a set of indices so that the raw information 

can be categorized and found when needed. 

 The third part of the solution involves creating an XML document against a query 

that can either be rendered by a mashup engine or made available to a third-party 

application. 

Infrastructure and Operations Studies 

A number of industries are exploring the use of Big Data to improve their infra-structure. In 

many situations, the best way to improve the infrastructure is to understand its use and how 

bottlenecks or configurations impact performance. 

In the past, this data required extensive manual data collection costs. Big Data provides a 

natural source of data with minimal data collection costs. I will lay out examples from public 

services to illustrate this point. 

Product Selection, Design, and Engineering 

Product automation provides an enormous opportunity to measure customer experience. We 

take photos digitally and then post them on Facebook, provid-ing an opportunity for face 

recognition without requiring laborious cycles in digitization. We listen to songs on Pandora, 

creating an opportunity to measure what we like or dislike or how often we skip a song after 

listening to the part of it that we like the most. We read books electronically online or on our 



favorite handheld devices, giving publishers an opportunity to understand what we read, how 

many times we read it, and which parts we look at. 

Location-Based Services 

Customer locations can be summarized into “hang outs” at different levels of granularity. 

The location information can be aggregated into geo-hashes that draw geo boundaries and 

transform latitude-longitude data into geo-hash so that it can be counted and statistically 

analyzed. The presence of a person in a specific location for a certain duration is considered a 

space-time box and can be used to encode the hang out of an individual in a specific business 

or residential location for a specific time period. 

Micro-Segmentation and Next Best Action 

Automation has provided us with tremendous opportunity to use sensors to collect data in 

every step of the customer-facing processes, such as click streams in the use of a website. 

Sensor data gives us an opportunity to establish behavioral patterns using analytics. The 

early evolution was in use of analytics for segmentation. The original segmentations were 

demographic in nature and used hard consumer data, such as geography, age, gender, and 

ethnic characteristics to establish market segmentations. Marketers soon realized that 

behavioral traits were also important parameters to segment customers. 

Online Advertising 

Television and radio have used advertising as their funding model for decades. As online 

content distribution becomes popular, advertising has followed the content distribution with 

increasing volumes and acceptance in the marketplace. 


